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4 Installation and configuration for SPS in the VMware ESX

4.1 Configuring for VMware ESX

4.1.1 Configuring VMs startup/shutdown automatically

e  Start VMware Client, select Configuration -> Virtual Machine Startup/Shutdown->Properties

localhost ¥Mware ESX, 4.1.0, 260247

Getting Started | S y irtual Machines s Allacations. SPerfarmance s | eyl iLE ] o 5 e 5
Hardware ¥irtual Machine Startup and Shutdown
Disabled

Health Status Start and Stop Virkual Machines with the swstemn
P Default Startup Delay Z minutes
racessarE Default Shubdown Delay 2 minutes
Memary
Storage Startup Order
Metworking COrder | Virtual Machine Skartup Startup Delay Shutdown | Shutdown Delay

Manual Startup
E redhats Dissbled 120 seconds Power ... 120 seconds
51 xppro Disabled 120 seconds Power Q... 120 seconds

Storage Adapters
Mebwark Adapters
Advanced Settings
Power Managemenk

Software

Licensed Features
Time Configuration
DMS and Fouting

jcat o=
| v Wirtual Machine StartupShutdown

Wirkual Machine Swapfile Location

Securiky Profile
Swskem Resource Allocation

Advanced Settings

Mame, Target or Status contains: - X

e  Select Allow virtual machines to start and stop automatically with the system checkbox.

Enter the settings as shown on the Virtual Machine Startup and Shutdown window:
Move up the virtual machines to the Automatic Startup list.
The virtual machines will start/stop when the host start/shutdown automatically.
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] @ Virtual Machine Startup and Shutdown R —— -_: - ﬁ
System Settings
W Allow virtual machines to start and stop automatically with the system
Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
10 seconds 30 seconds
[~ Continue immediately i the VMware Tools start Guest Shutdown ﬂ

Startup Order
Power on the specified virtual machines when the system starts. During shutdown, they wil be stopped in the opposite order.

Ord... Virtual Machine Startup | Startup Del...| Shutd... Shutdown ...

Automatic Startup

1 5 win2003 Enabl... 10seconds Shut.. 30 seconds
2 5 wMAsS Enabl.. 10seconds Shut.. 30seconds |
3 & win? Enabl... 10seconds Shut.. 30 seconds
Any Order

Manual Startup

o]

Move Up

Move Down

Edit...

Cancel Help

4.1.2 VMware tools

e Install the VMware tool for each guest OS.

Select the guest OS, click summary menu, the status for VMware tools will show OK if the

VMware tools is installed successfully.

Fle Edit Yiew Inventory Administration Plug-ins Help

G a

£y Home b g Inventory b [E] Inventory

m»eteRer @
- [ trz18127.73 red hat 5
i red hat 5
5 xppro
General Resources
Guest O.S: Red Hat Enterprise Linux 5 (32-bit) Consumed Host CPU: 50 MHz
Y Version: 7 Consumed Host Memory: 283.00 MB
CPL: 1wCPU Active Guest Memory: 20.00 MB
Memory: 236 VB Refresh Storage Usage
Memory Overhead: 11845 MB Provisioned Storage: 8.25GB
VMware Tools: oK Mot-shared Storage: 8.00 GB
TF Addresses: 17z.16.127.124 Yiew 4l Used Storage: 8.00 GB
DN Mame: localhost Jocaldomain Datastore o Capacity Free | Last Update |
chate: Powered On @ datastorel 670068 43.0Akast updeted on: 21
Host: localhost: < | 3
Active Tasks: — —
MNetwork, Type
Commands B M Network Standard switch network

Shiut Dowin Guest
[0 Suspend

¥ Restart Guest
[ Edit Settings
[ Cpen Cansale

4.1.3 Configuring the Port

e  The SPS use UDP 3034 as the communication port with NMC as default.
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Note: If the UDP 3034 is captured by the other program, the number of the port will be
added 1(range from 3034~3083)

e  Open the UDP port by the following command:
esxcfg-firewall -o 3034,udp,in,SPS
esxcfg-firewall -o 3034,udp,out,SPS

4.2 Configuring the SPS

e  Start the VMware Server host, refer to the chapter 3 (Linux with CUI) to finish the SPS
Installation and configuration.

e  Set the shutdown script for VMware ESX. The document of shutdownESX.sh is the script for
shut down the virtual machines.
Enter the command: ./SPS -i
Find the two lines in the configuration and edit it as below:
<EnableScript>1</EnableScript>
<Script>/opt/sps/ShutdownScript/shutdown</Script>

e  Set the Script Max Execution Time based on the amount of Virtual machines. Set apart 30s
for each virtual machine.
For example: there are ten virtual machines:
Enter the command: ./SPS -i
Find the line in the configuration and edit it as below:
<MaxScriptTime>300</MaxScriptTime>

e  Restart the SPS service by the command: ./SPS —r
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5 Installation and configuration for SPS in the VMware ESXi

(paid version)

Over viewer

- VIMA/YMA irtual Machine] |Virtual Machine|

Virtual Machine| |Virtual Machine| .E

Network Management Card

ups

Shutdown Notify the local and

conditionis met|  5ps ayecute script remote host to Local VMsand Local Host and
shutdown

— “chutdownESKi.sh”s | e— Remote VMs shut | messssssssss——p Remote Hosts
down+ Shut downe

Shutdown Sequence

UPS power failv

e The full name for the vMA is “vSphere Management Assistant”, it is released by the
VMware company to manage the vSphere

e  The script “shutdownESXi.sh” is used to notify the local ESXi host and the remote ESXi
hosts to shut down.
If the script “shutdownESXi.sh” is executed on the general OS, the executed permission
will be refused

e  The Virtual Machines on the ESXi host are shut down automatically by the ESXi host
with the “Allow virtual machines to start and stop automatically with the system”
function. So the local and remote ESXi hosts should enable “Allow virtual machines to
start and stop automatically with the system” function. please refer to section “5.1.2
Configuring VMs startup/shutdown automatically”

e  Run the config.pl to save the local and remote ESXi hosts IP address and corresponding
username and password, the information is saved in the “hostlist”.
When runs the “shutdownESXi.sh” to notify the ESXi hosts to shut down, it needs to
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provide the ESXi hosts username and password to pass through the verification.
e The local and remote ESXi hosts will accept the shutdown notification from vMA with
right password and take effect to shut down

5.1 Configuring for VMware ESXi

5.1.1 Installing and configuring the VMA

e  Go to the website :http://www.vmware.com/support/developer/vima/
Download the VMA, and extract it, the format for the VMA document is *.OVF.

e  Start the VMware Client, select File > Deploy OVF Template, click the browse button, select
the OVF document.

e  Start VMA, the default user name is vi-admin. Set the password for the first login.

5.1.2 Configuring VMs startup/shutdown automatically

e  Start VMware Client, select Configuration -> Virtual Machine Startup/Shutdown->Properties

localhost ¥Mware ESY, 4.1.0, 260247
ing Started | Summary | VYirbual Machines ' Resource Allocation | Performance - |RelelylilsiTEalel oca roups | Events

Hardware ¥irtual Machine Startup and Shutdown
Disabled

Start and Stop Virkual Machines with the system

Health Status
P Default Startup Delay Z minutes
ronEsEnrs Default Shutdown Delay 2 minutes
Memaory
Storage Startup qrder :
Nebwarking Order | Virtual Machine Startup Startup Delay Shutdown | Shutdown Delay

Manual startup
G redhats Disabled 120 seconds Power Q... 120 seconds
1 =ppra Disabled 120 seconds Power Q... 120 seconds

Skorage Adapters
Metwork, Adapters
Advanced Settings

Power Management

Software

Licensed Features
Time Configuration
DMS and Routing
Authentication Jeryvice

Wirbual Machine StartupfShutdown

Wirkual Machine Swapfile Location
Security Profile

Swskern Resource Allacation

Advanced Settings

Mame, Target or Status contains: = ®

e  Select Allow virtual machines to start and stop automatically with the system checkbox.
Enter the settings as shown on the Virtual Machine Startup and Shutdown window:
Move up the virtual machines to the Automatic Startup list
The virtual machines will start/stop when the host start/shutdown automatically.
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@ Virtual Machine Startup and Shutdown e G e W W e e u

¥ Allow virtual machines to start and stop automatically with the system |

Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual machine, delay shutdown for:
10 seconds 30 seconds
o Bo ,
I~ Continue immediately if the VMware Tools start Shutdown Action: Guest Shutdown LI
Guest Shutdown
Startup Order
Power on the specified virtual machines when the system starts. During shutdown, they wil be stopped in the opposite orter:
ord... Virtual Machine | Startup | Startup Del...| Shutd...| Shutdown ... |
Automatic Startup Move Up |
1 G win? Enabl... 10seconds Shut.. 30 seconds
2 5 vMAS.5 Enabl.. 10seconds Shut.. 30 seconds | Move Down |
3 ) win2003 Enabl.. 10seconds Shut.. 30 seconds
ATy OTaer Edit...

Manual Startup

oK I Cancel | Help | |
L

Note: if the “Guest shutdown” is selected in the “Shutdown Action”, make sure the VMware
tools are installed for each virtual machine. If the “Power off” is selected in the “Shutdown
Action”, the VMware tools are not needed for the virtual machine.

Please refer to the official website for more VMware tools information.

If the OS is Windows, right click one of the VMs, click Guest -> Install/Upgrade VMware
Tools

After the VMware tools installation, the VMware tools status will be changed to “OK” from

the Summary

=15

File Edit View Inventory Administration Plug-ins Help
E |Q Home b g8 Inventory b [Ff] Inventory |
mulp &8 G Blee @

B @ 17218.127.11
B rednats LR S = SR & T 5
@ VMA4.0 Getting Started . EETLLERA Resource Allocation ' Performance ' Events ' Console ' Permissions
i -
@ windows2003 General Resources =
Guest qs: Red Hat Enterprise Linux 5 (64-bit) Consumed Host CPU: 99 MHz
VM Version: ¥ Consumed Host Memory: 282.00 MB
epu; vy Active Guest Memory: 343.00 MB
Memory: 512M8 Refresh Storage Usage
Memory Overheadly '94.80 M8 Provisioned Storage: 5.50 GB
VMware Tools: oK Not-shared Storage: 5.00 GB
IP Addresses: 172,18.127.85 View all Used Storage: 5.00 GB
DNS Name: liugiong Datastore | Capacity | Free | LastUpdat
State: Powersd O @ datastorel 63.25GB 4166 GB 1/20/2010
Host: LIACNSTCESXIO 1.localdomain <] | _'_I
Active Tasks:
Network ‘ Type |
Commands ® VMNetwork Standard switch network
[l ShutDown Guest
00 Ssuspend
) Restart Guest
{5p Edit Settings
@ Open Console
Annotations
& Edit
Notes: This OVF file contains the vSphere =| _v_]
Recent Tasks X
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5.1.3 Configuring the port

e  The SPS use UDP 3034 as the communication port with NMC as default.
The port is opened as default in the vMA.
Note: If the UDP 3034 is captured by the other program, the value of the port will be added
1(range from 3034~3083)

o  Neglect this step unless the port is disabled:
iptables -1 INPUT -p udp --dport 3034 -j ACCEPT
iptables -1 OUTPUT -p udp --dport 3034 -j ACCEPT
[etc/rc.d/init.d/iptables save (for the ESXi 5.5 and later, this command can be neglected)

5.2 SPS Configuration

e Start VMA, refer to the chapter 3 (Linux with CUI) to finish the SPS Installation and

configuration.
Note: please add with “sudo” if the user isn’t root user.
For example: (the NMC IP address is 172.18.139.60)
1. Enter the /opt/sps directory, start the SPS service by the command: sudo ./SPSService
2. Open the configuration document by the command: sudo ./SPS —i

Input the password: admin
3. Addthe NMC IP address

<RemotelList>

<Remote name="172.18.139.60" serv="2993" model=""/>
</RemotelList>
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<Remotelist>
<Remote name="172.18.139.60" serv="2993" nodel=""",>
<Cluster name=
<sRemoteList>
<AcFail>1<sAcFail>
<BatteryLouw>1<sBatteryLow>

s>

<0verload>0<-0verload>
<OverTp>0<-0DverTp>
<EMPTp>0<-EMPTp>
<EMPHun>0<-EMPHum >
<EMPCt1>0<-EMPCt1>
<EMPCtZ>D<-EMPCtZ>

<W83>1<-W38>

<383>1<-338>
{Capacity>1<sCapacity>
<RemainTine>*1<{-RenainTime>
<Alias>localhost.localdomn<{sAlias>
<Cancel If>0<-Cancel If >
{3hutDelay>0<{-3hutDelay>
{EnableScript>1<{-EnableScript>
{Scriptrroptrsps-Shutdown3criptr-shutdownESXi . sh{-3cript>
{Max3criptTine>b0<{-Max3criptTine>
{ActionX1<{-Action’
{Pud>YWURtal4=<-Pud>

4. Restart the SPS Service by the command: sudo ./SPS -r
5. List the added NMC by the command: sudo ./SPS —I

localhost:-optssps # ./8PS
Usage: SPS [-hl [-v]l [-81 [-X1 [-s] [-x1 [-rl [-11 [-il [-p] [-cl
-h, —-help print this help message
-v, —-version print product version
-8 start System Protect Service at next boot
-X don’t start System Protect Service at next boot
-s, —-start start System Protect Service nouw
-x, —-—exit stop System Protect Service
-r, —-restart restart System Protect Service
=15 ==list list all remote information
= | modify configuation
-p view the configuration
=C: hange password
localhost:-opts/sps # ./8PS -1
172.18.139.60
Device Mode:
IP Address: 172.18.139.60
Host Name: Unknouwn
Connection Status: Connected
Shutdown Status: Normal
UPS Shutdown Delay: 120s

localhost:zopt/s

e  The config.pl is used to add the local ESXi host and remote ESXi hosts to be shutdown.
Go to the “ShutdownScript” subdirectory: c¢d /opt/sps/ShutdownScript
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Enter the command: sudo ./config.pl

Input the target VMware ESXi local host IP (or hostname), username, password. SPS
supports multi-hosts shutdown.

Also, you can input the target VMware remote ESXi hosts IP (or hostname), username,
password.

For example: 172.18.139.35 and 172.18.139.36 will be added:

15 172.18.139.35 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

(€] €) Home P g8 Inventory P B Inventory

D B @GR oD

B win2003

172.18.139.35 SmIuzZXMxM jHO
172.18.139.36 ampkZA==
loce st:zopt do t # rm —rf hostlist
loc isopt al t # 1s

localhost: optssps-ShutdownScript # .,config.pl
Enter uour taruget host ip or hostname:

172.18.139.35

Enter your host username:

root

Enter your host passuword:

: command not found:

localhost: optssps/ShutdounScript # .sconfig.pl
Enter your target host ip or hostname:

172.18.139.36

Enter your host username:

root

Enter your host passuword:

: command not found

localhost: optssp utdounScript # cat hostlist
172.18.139.35 root cGFzc3dvcn(=
172.18.139.36 root b2912Q==
localhost:soptssps/ShutdounScript # _

Note: SPS supports multi-hosts shutdown, but the local and remote ESXi hosts should
enable “Allow virtual machines to start and stop automatically with the system” function,
please refer to section “5.1.2 Configuring VMs startup/shutdown automatically”.

The VMware host information will be saved in hostlist document.
Enter the command: cat hostlist, get the input hosts information
Note: The password will be encrypted.

localhost:roptrssps-3hutdoun3cript # cat hostlist
172.18.139.35 root cGFzc3dvcni]=

172.18.139.36 root bZ29120==

o  Set the shutdown script for VMware ESXi. The shutdownESXi.sh is the script to shut down
the ESXi hosts.
Enter the command: sudo ./SPS -i
Find the two lines in the configuration and edit it as below:
<EnableScript>1</EnableScript>
<Script>/opt/sps/ShutdownScript/shutdownESXi.sh</Script>

e  Set the Script Max Execution time. Time based on the amount of Virtual machines.
For example: set he max script time to 1 minute
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Enter the command: sudo ./SPS -i

Find the line in the configuration and edit it as below:

<MaxScriptTime>60</MaxScriptTime>

cd /opt/sps/ShutdownScript

Restart the SPS service, enter the command : sudo ./SPS —r

The time sequence for host and VMs shutdown can be seen by VMware client.

Please run the script “sudo ./shutdownESXi.sh” first to check if the setting is correct and
check if the local and remote ESXi hosts and VMs can be shut down

The shutdown sequence as below image:

Recent Tasks

Narme Target

¥ Power OfF virtual machine G wmad.o

:’a Pawer OFF virtual machine G wsphereMana...
¥ Pawer OF virtual machine G Windows ¥P P...
ixﬁ Initiated guest OF shutdown B redhats

¥ At power Off

¥ Shutdown Hast B 172181270
<

& Tasks

Skatus

Completed
Completed
Completed
Completed
Completed
Completed

aeeaaae
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Dietails

Tnitiated by
roak
rook
roak
roak
roak
raak

Requested Start Ti.., = | Start Time

2012-11-6 G:48:16
2012-11-8 G414
2012-11-8 G412
2012-11-8 5147143
2012-11-8 5147143
2012-11-6 547142

2012-11-6 G:48:16
2012-11-5 54814
2012-11-8 G412
2012-11-8 §i47:43
2012-11-8 §i47:43
2012-11-G 547142
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8 Shutdown Operation

8.1 Shutdown flow chart

NMCe o SPS-clients
Shutdown/alarm-
Ye notification«
Pop-up+
Shutdown-
Prompteds«
command« .
Shute dialoge
Downe
A4
UPS+ Systems«

8.2 Shutdown setting (NMC Webpage Side)

8.2.1 Shutdown actions setting

e Open the NMC website, select UPS Management ->UPS shutdown, and check the Actions

setting.

UPS Management » UPS Shutdown

Event

AC Failed
Battery Low
UPS Overload

UPS Over Temperature

Actions

Disable -

Disable
Warning
Client Shutdown

Client&UPS Shutdown

There are four definers for Actions:

Action Definition

Disable The NMC will not send the alarm and shutdown
notification to the SPS client, when the events occur.

Warning The NMC will send the alarm notification to the SPS client,
when the events occur.
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Client Shutdown The NMC will send the alarm and shutdown notification to
the SPS client, when the events occur.
Client &UPS Shutdown The NMC will send the alarm and shutdown notification to

the SPS client when the events occur. Besides, the NMC

will send the shutdown command to the UPS.

Note: Please select the action to “Client Shutdown” or “Client &UPS Shutdown”, so that the

SPS client can be shut down gracefully by the NMC.

8.2.2 Warning Period and Warning Interval Setting

e  Open the NMC website, select UPS Management ->UPS shutdown. Check the “Warning
Period “setting and “Warning Interval”.

UPS Management » UPS Shutdown help
Event Actions Warning Period Warning Interval
(Sec) (Sec)
AC Failed Client&UPS Shutdown ~ ||3o| | | [[10 |
For example:

The Warning Period is set to 30S and the Warning Interval is set to 10S.
The NMC will send the “AC fail” notification to the SPS client every 10 seconds and will last
about 30 seconds. The NMC will notify the SPS client to shut down after AC failing for 30S.

8.2.3 UPS Shutdown Delay Setting

e  Open the NMC website, select UPS Management ->UPS shutdown. Check the UPS Shutdown
Delay setting.

UPS Management » UPS Shutdown help
Event Actions \(Nsaer:]ing Period 1;n'u:;er':"|]ing Interval
AC Failed Client8&UPS Shutdown |v|  [900 | [30 |
Battery Low Client&UPS Shutdown ~ [0 | [30 |
UPS Overload Client& UPS Shutdown ~  [900 | [30 |
UPS Over Temperature Client& UPS Shutdown ~  [900 | [30 |
Weekly Schedule Client Shutdown ~  [900 | [30 |
Specific Day Client&UPS Shutdown +  [900 | [30 |
EMP Temperature Threshold Client Shutdown v |900 | ‘30 |
EMP Humidity Threshold Client Shutdown +~  [900 | 30 |
EMP Alarm-1 Client Shutdown ~  [a00 | [0 |
EMP Alarm-2 Client Shutdown ~  [o00 | [30 |
Below Battery Capacity Setting Client&UPS Shutdown - |900 | ‘30 |

Cancel UPS Shutdown if events Restored in Shutdown Delay ,F‘
UPS Shutdown Delay(Sec) | [120 | |

The UPS will be shut down after the “Warning Period” plus “UPS Shutdown Delay”, if the
action is “Client &UPS Shutdown”.
By the default, the UPS shutdown delay timer is 120 seconds.
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For example:
AC failed Event, the “Warning Period” is 900S and the “UPS Shutdown Delay” is 120S
The UPS will be shut down after AC failing for 1020S (900S+120S).

e Make sure the time for “UPS Shutdown Delay” should be longer than the timer for SPS client
“Shutdown delay” plus SPS “Script MAX Execution time”, or else the warning dialog will pop
up that the time is unreasonable in SPS client.

For example:

The SPS Shutdown delay timer is 90 seconds and the Script Max Execution Time is 60
seconds. The total time value is 150seconds (905+60S) in SPS client.

But the UPS shutdown Delay time is 120 seconds in NMC webpage side. The UPS shutdown
Delay time is shorter than the 150 seconds, so the alarm dialog will pop up that the time is
unreasonable.

Local Configuration

Alias: LIACNWHP7501365.napa.ad.etn.com

System Shutdown Options

["] Cancel Shutdown if events Restored in Shutdow  Action

Shutdown Delay: 90 Sec () Event Warning
Run Script Before Shutdown )
) s 1@ Shutdown
| File Path: FE\testbat = _
[ () Sleep
Script Max Execution Time: 60 Sec
0K ] ‘ Cancel | | Apply
e =

ystem Protect Software .

i Topic: Unreasonable Time
When: 2014-09-29 14:50:47
Who: 17218.139.73
What: The UPS shutdown delay (120)s isn't greater than the setting time (150)s

[] Don't show this message again

OK(7s)
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8.2.4 Cancel UPS Shutdown if events restored in Shutdown

Delay

Open the NMC website, select UPS Management ->UPS shutdown, enable/disable the checkbox

for “Cancel UPS shutdown if events restored in Shutdown Delay”.

UPS Management » UPS Shutdown help
Event Actions ‘;’Vsaer:)ing Period :f\isaer:]ing Interval
AC Failed Client&UPS Shutdown |L\ [900 | [30 |
Battery Low Client&UPS Shutdown ~ [0 | [30 |
UPS Overload Client&UPS Shutdown ~ (900 | [30 |
UPS Over Temperature Client&UPS Shutdown ~  [900 | [30 |
Weekly Schedule Client Shutdown ~  [900 | [30 |
Specific Day Client&UPS Shutdown ~ (900 | [30 |
EMP Temperature Threshold Client Shutdown v |900 | |3O |
EMP Humidity Threshold Client Shutdown ~  [900 | [30 |
EMP Alarm-1 Client Shutdown ~  [900 | [a0 |
EMP Alarm-2 Client Shutdown +  [900 | [30 |
Below Battery Capacity Setting Client&UPS Shutdown ~  [900 | [30 |

Cancel UPS Shutdown if events Restored in Shutdown Delay | |[ |
UPS Shutdown Delay(Sec) | [120 |

e Select the checkbox:
If the events restore after the events occur for “Warning Period” time, the NMC will cancel
the UPS shutdown command and cancel the SPS client shutdown notification

e Unselect the checkbox:
Even If the events restore after the events occur for “Warning Period” time, the NMC still
send the shutdown notification to the UPS and SPS client if the event restored during the
“UPS Shutdown Delay” timer.

e  Forexample:
AC failed Event, the “Warning Period” is 900S and the “UPS Shutdown Delay” is 1208, select
“Cancel UPS shutdown if events restored in Shutdown Delay” checkbox.
After AC failing for 900S, then the AC restore, the NMC will cancel the UPS shutdown
command and cancel the SPS client shutdown notification

8.3 Shutdown order

8.3.1 Shutdown continue if events restored

For example:

e  NMC webpage side:
Set the action to “Client &UPS Shutdown”, set the “warning period” to 30s, set the “UPS
Shutdown Delay” to 120s. Unselect the “Cancel UPS shutdown if event restored” checkbox.
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SPS client side:

UPS Management » UPS Shutdown help
Event Actions Warning Period Warning Interval
[Sec) [Sec)
AL Failed Client&UPS Shutdown v | [30 | |10 |
Battery Low Clisnt&UPS Shutdown v | [30 | |10 |
UPS Overload Client&UPS Shutdown v | [30 | [10 |
UP S Over Temperature Client&UPS Shutdown v |30 | |1U |
Weekly Schedule Client&UPS Shutdown v |30 | |1U |
Specific Day Client&UPS Shutdown |+ |30 | |10 |
EMP Temperature Threshold Client&UPS Shutdown v |30 | |1U |
EMP Humidity Threshold Client&UPS Shutdown |  [30 | [10 |
EMP Alarm-1 Client&UPS Shutdown v | [30 | |10 |
EMP Alarm-2 Clisnt&UPS Shutdown + | [30 | [0 |
Cancel UPS Shutdown if events Restored in Shutdown Delay | [T |
UPS Shutdown Delay(Sec) | [120] |

Set the Shutdown Delay to 60s, set “Script Max Execution Time” to 40s, unselect “Cancel

Shutdown if events restored in Shutdown Delay” checkbox.

Local Configuration

Alias: LIACNWHP7501365.napa.ad.etn.com
| |

System Shutdown Options

|
["] cancel Shutdown if events Restored in Shutdow | Action
|
Shutdown Delay: 60 Sec () Event Warning
Run Script Before Shutdown _
' l - 1@ Shutdown
File Path: E\testbat E _
() Sleep
Script Max Execution Time: 40 Sec.
|
0K l | Cancel ‘ | Apply

Shutdown order:

1. When AC fails, the NMC send the warning to SPS client. SPS will pop up warning dialog,

this process will last 30S.

2. After AC failing for 30S, the SPS client and UPS begin to shutdown count down. After SPS

client counting down for 60S, SPS begins to execute the shutdown script

Note: Even if the AC restore during the shutdown counting down, the SPS client still

continue to shut down.

3. After executing the shutdown script for 40S, SPS client begins to shut down.

4. After UPS counting down for 120S, the UPS begins to shut down

Note: Even if the AC restore during the UPS counting down, the UPS still continue to

shut down
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5. The system and UPS will cancel shutdown if the AC restore before AC failing for 30S.

8.3.2 Shutdown discontinue if events restored

For example:

e  NMC webpage side:
Set the action to Client &UPS Shutdown, set the warning period to 30s, set the UPS
shutdown Delay to 120s. Select the Cancel UPS shutdown if event restored checkbox.

UPS Management » UPS Shutdown help
Event Actions Warning Period Warning Interval
(Sec) (Sec)

AC Failed Client&UPS Shutdown v | [30 | |10 |
Battery Low Client&UPS Shutdawn v | [30 | o |
UPS Overload Client&UPS Shutdown v | [30 | [10 |
UP S Over Temperature Client&UPS Shutdown v |3[J | |1[J |
Weekly Schedule Client&UPS Shutdown v |30 | |1U |
Specific Day Client&UPS Shutdown v |3[J | |1[J |
EMP Temperature Threshold Client&UPS Shutdown v |3[J | |1U |
EMP Hurmnidity Threshald Client&UPS Shutdown v |30 | |1[J |
EMP Alarm-1 Client&UPS Shutdown v | [30 | |10 |
EMP Alarm-2 Client&UPS Shutdawn v | [30 | o |

Cancel UPS Shutdown if events Restored in Shutdown Delay | |V |
UPS Shutdown Delay(Sec) | [120 |

e  SPSclient side:
Set the Shutdown Delay to 60s, set Script Max Execution Time to 40s.
Select Cancel Shutdown if events restored in Shutdown Delay.

Local Configuration

! Aliass LIACNWHP7501365.napa.ad.etn.com

Systemn Shutdown Options

Cancel Shutdown if events Restored in Shutdow JAction

L N
Shutdown Delay: B0 Sec () Event Warning
Run Script Before Shutdown _
v P 1@ Shutdown
File Path: E:\testbat] = |
© Sleep
|| Script Max Execution Time: 40 Sec.
| |
[ OK J | Cancel | ‘ Apply |

e  Shutdown order:
1. When AC fails, the NMC send the warning to SPS client. SPS client will pop up warning
dialog, this process will last 30S.
2. After AC failing for 30S, the UPS and SPS client begin to shutdown count down. After SPS
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client counting down for 60S, SPS begins to execute the shutdown script
Note: If the AC restore during the SPS client shutdown counting down, the system
cancel to shut down.
3. After executing the shutdown script for 40S, SPS client begins to shut down.
4. After UPS counting down for 120S, the UPS begins to shut down
Note: If the AC restore during the UPS counting down, the UPS will cancel to shut down
5. The SPS client and UPS will cancel shutdown if the AC restore before AC failing for 30S.

8.4 Redundant UPS Input shutdown

e  For a computer powered by more than one NMC UPS, we can add them into a cluster.
The system will start to shut down when the shutdown conditions are all met for the devices
under the groupl.
Enter the IP address of NMC via click “Add” button on the screen of SPS.
Enter a Cluster name, for example, group1.
Add the two NMC IP address, and enter the same Cluster name.

Add . X

IP Address or Host Name: 172.18.139.97

Service or Port: 2993

Device Model:

Cluster: groupl -
R oK ] | Cancel

Add -

IP Address or Host Name: 172.18139.73

Service or Port: 2993

Device Model:

Cluster: -

oK H Cancel ‘

The NMC UPSs that under the same Cluster will become the same group
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|8 | System Protect Configuration . = =
System Log Language
Device List Events
B--ﬁ groupl [¥] Ac Fail i
’ 172.18.139.97(2993) Battery Low

172.18.139.73(2993)

Remaove

Modify View

Add ‘ |

Local Configuration

e  Multi-groups are supported.

The system will be shutdown whenever any of the group is met the shutdown condition

Alias: LIACNWHP7Y501365.napa.ad.etn.com

[ UPS Overload

[ UPS Over Temperature

[T Weekly Schedule Shutdown
Specific Day Schedule Shutdown
[] EMP Over Temperature

[ EMP Over Humidity

[T EMD rantart] Alarm
4| Tl | b

111

CH| System Protect Configuration = |
System Log Language
Device List Events
gaﬂ groupl [¥] Ac Fail i
¢ 172.18.127.83(2993) Battery Low

172.18.127.75(2993)
=] group2

Local Configuration

Alias: BAOCNWHP7501365.napa.ad.etn.com

[C]UPS Overload

[C]UPS Over Temperature

Weekly Schedule Shutdown
Specific Day Schedule Shutdown
[] EMP Over Temperature

[] EMP Over Humidity
[F1EMD rantart] Alarm
4| 1] | »

1

8.5 Simulate shutdown by event

Before doing this simulate test, please make sure the system is not running with critical mission,
and is allowed to shut down for a while.

Open the NMC website, select UPS Management -> UPS Powered Devices.
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@ Network Manageme
> | @) http//17218139.73/

aton-Powering Business Worldwide
 —

v |+ [ X || =] Bing

.4 Favorites b= (=]] Suggested Sites »

] - ol
@ Network Management Card - v =] @ v Page~ Safety~ Tools~ Ov

LINE-INT
NETWORK MANAGEMENT CARD FOR UPS Location: Office
29/09/2014 14:43:34

[ | UPS Monitoring » UPS Powered Devices help

UPS Status

UPS Alarm

UPS Parameters
Index IP Address Host Name Date Time

UPS Identification 1 172.18.139.64 LIACNWHP7501365.napa.ad.etn.com 29/09/2014 10:58:43

UPS Battery Test Remote PC Shutdown Test AC Failed -
UPS Battery Test Schedule

SNMP TRAP Receivers
UPS Configuration
UPS Control

UPS Shutdown
Shutdown Schedule B

e  The server for the SPS client will be added to the “UPS Powered Devices” table if the
communication is established between the SPS and NMC.

e  Select the event in the “Remote PC Shutdown Test” drop list, click submit button, the NMC
will send the warning and shutdown notification to the SPS client.

The amount of connected devices is 1

e The SPS will show the alarms dialog and shutdown/sleep the computer.
e After the test, wait for “UPS Shutdown Delay” time (120S as default, refer to section 8.2.3),
then turn on the computer system.
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